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Learning at Charville is underpinned by our Core Values

Respect
Independence
Self-belief
Honesty
Caring
Determination
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1. Scope

This policy applies to school-based employees who are directly employed by the school. It also
appliestoall users of the school’s network, and the use of the school’s computer facilities,
(includingtelephony, hardware, software, email, internet, etc.) used anywhere, for professional or
personal purposes whetherin workingtime or in the employee’s own time.

Information and Communications Technology covers a wide range of resources including web -
based and mobile learning. Itis alsoimportantto recognise the constant and fast paced evolution
of IT within our society as a whole. Currentlytheinternettechnologies children and youngpeople
are usingboth inside and outside of the classroominclude:

e Websites

e Email, Instant Messagingand chat rooms

e Social Media, including Facebook (school page) and Twitter
e Mobile/ Smart phones/Smartwatches with text, video and/ or web functionality
e Other mobile devices with web functionality

e Gaming, especiallyonline

e LearningPlatforms and Virtual Learning Environments

e Blogs and Wikis

e Podcasting

e \VideoBroadcasting

e Music Downloading.

Whilst exciting and beneficial both in and out of the context of education, much IT, particularly
web-based resources, are not consistently policed. All users need to be aware of the range of risks
associated with the use of these Internet technologies and that some have minimum age
requirements, usually 13 years.

At Charville we understand the responsibility and are committed to educatingour pupils on digital
safety issues; teachingthem the appropriate behavioursand critical thinking skills to enable them
to remain both safe and legal when usingthe internet and related technologies, in and beyond the
context of the classroom.

Schools hold personal data on learners, staff and other people to help them conduct their day-to-
day activitiesin line with GDPR. Some of thisinformationis sensitive and could be used by another
person or criminal organisation to cause harm or distress to an individual. The loss of sensitive
information can result in media coverage, and potentially damage the reputation of the school. This
can make it more difficult for the school to use technology to benefit learners.

Everybodyin the school has a shared responsibility to secure any sensitive information used in their
day-to-day professional dutiesand even staff not directly involved in data handlingshouldbe made

aware of the risks and threats and how to minimise them.

This policy is inclusive of both fixed and mobile internet; technologies provided by the school (such
as PCs, laptops, mobile devices, webcams, whiteboards, voting systems, digital video equipment,
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etc.); and technologies owned by pupils and staff, but brought onto school premises (such as
laptops, mobile phones, and other mobile devices).

2. Aim
The purpose of this policy is to:

e Protect employees by making clear what is acceptable use of the school’s computer
facilities.

e Protect the employer by making clear whatis acceptable use of the school’s computer
facilities.

e Protect the security and integrity of the school and its computer facilities.

e Educateourpupilson digital safety issues; teachingthemthe appropriate behaviours and
critical thinking skills to enable them to remain both safe and legal when usingthe internet
and related technologies, in and beyond the context of the classroom.

3. Expectations of Stakeholders
High standards of conduct are as relevant to the use of the school computerfacilities as they are to
all other aspects of work, and employees must conduct themselvesin line with the school’s code of

conduct and disciplinary code.

Employees who are in any doubt about whatis, or is not, acceptable use of the school’s computer
facilities must seek advice from their manager or the designated IT person in advance of the use.

Employees must conduct themselves honestly, appropriately and in accordance with the law and
this policy when usingthe school’s computer facilities.

Breach of this policy may lead to disciplinary action and result in withdrawal of access to some or all
computer facilities. Serious breaches may be regarded as gross misconduct and may lead to
dismissal.

The school will cooperate with any law enforcement activity.

Managers must ensure that employees have the skills to use the school’s technology.

The school will purchase all hardware and software through approved suppliers.

4. Access

Charville Academy provides access to IT to enable the employer/ employees to undertake their
duties.
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The Headteacher oranother designated seniorperson has authority to obtain access to an
employee’s data and documents.

5. Monitoring
Each employee will be required to read and sign the IT and Digital Safety Policy annually.

Each employee will be required to read and sign the Social Media Policy at the start of employment
and every two years thereafter.

Staff and Governors who are provided with school laptops will also need to read, sign and comply
with the ‘Staff / Governor Laptop Policy’ when they receive the device.

Authorised staff may monitor, intercept, access, inspect, record and disclose telephone calls,
emails, instant messaging, internet/intranet use and any other electroniccommunications (data,
voice or image) involvingits employees or contractors, without consent, to the extent permitted by
law. This may be to confirm or obtain school business related information; to confirm or
investigate compliance with school policies, standards and procedures; to ensure the effective
operation of school IT; for quality control or training purposes; to comply with a Subject Access
Request underthe General Data Protection Regulation Act 2018, or to prevent or detect crime.

The school’s computer facilities will be monitored to ensure this policyis adhered to and that these
facilities are used properly.

Any information (including personal emails, documents, etc.) within the school’s network or
equipment can be inspected, at any time, without notice.

6. Breaches and Incident Reporting

A breach or suspected breach of policy by a school employee, contractor or pupil may resultin the
temporary or permanent withdrawal of school IT hardware, software or services from the offending
individual.

Any policy breach is grounds for disciplinary action in accordance with the school Behaviour for
LearningPolicy and the staff and volunteers code of conduct.

Any security breaches or attempts, loss of equipment and any unauthorised use or suspected
misuse of IT in school must be immediately reported to the Headteacher.

7. Roles and Responsibilities in Digital Safety

As digital safetyis an important aspect of strategic leadership within the school, the Head and
Governors have ultimate responsibility to ensure that the policy and practices are embedded and
monitored. The named Digital Safety coordinatorin this school is the Headteacher who has been
designated this role as a member of the seniorleadership team. All members of the school
community have been made aware of who holds this post.
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Senior Management and Governors are updated by the Headteacher and all governors have an
understanding of theissues and strategies at our school inrelation tolocal and national guidelines
and advice.

This policyis to protect the interests and safety of the whole school community. Itis linked to the
following mandatory school policies: Child Protection, Health and Safety, and Behaviour for
Learning, Anti-Bullyingand PSHCE Policies.

8. Digital Safety in the Curriculum

IT and onlineresources are increasingly used across the curriculum. It is essential for digital safety
guidanceto be given to the pupils on a regularand meaningful basis.

Digital safety is embedded within our curriculum and staff continually look for new opportunities to
promote digital safety.

Digital safety is a fundamental part of the school’s Computing curriculum, with each lesson
identifyingaspects of digital safety which pupils must be made aware of duringthe teachinginput
for all Computinglessons.

The school has a framework for teaching internet skillsin Computingand PSHCE lessons.

The school provides opportunities withina range of curriculum areas and assemblies to teach about
digital safety, including Staying Safe and Anti-Bullying week.

Educating pupilsaboutthe online risks that they may encounter outside school is done informally
when opportunities arise and as part of the digital safety curriculum.

Pupils are aware of the relevant legislation when usingthe internet such as data protection and
intellectual property which may limit what they want to do but also serves to protect them.

Pupils are aware of the impact of cyberbullying/online bullying through the curriculum and know
how to seek help if they are affected by any form of online bullying. Pupils are also aware of where
to seek advice or help if they experience problems when usingthe internet and related
technologies;i.e. parent/carer, teacher, pastoral team or trusted staff member.

All staff are encouraged to incorporate digital safety activities and awareness within their
curriculum areas. Staff aim to embed digital safety messages across the curriculum whenever the
internet and/or related technologies are used.

9. General Use of Email

The use of email within most schoolsis an essential means of communication for all staff. In the
context of school, email should not be considered private. Educationally, email can offer significant
benefitsincluding; direct written contact between schools on different projects, be they staff based
or pupil based, within school orinternational. Staff recognise that pupils need to understand how
to stylean emailin relation to their age and good network etiquette.
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The school gives all staff and governors their own email account (@charvilleacademy.org) to use for
all school business as a work-based tool. This is to protect staff and governors and minimise the risk
of receiving unsolicited or malicious emails and avoids the risk of personal profile information being
revealed.

Only school approved, secure email system(s) are to be used for school business.

Personal email addresses should not be distributed under any circumstance to pupils or parents.

Passwords should be strong and must remain private to the individual. If passwords have been
forgotten then individuals must contact identified staff for a password reset.

Staff must inform the Headteacherand Deputy Headteacher if they receive an offensive email.
Pupils are introduced to email as part of the Computing Curriculum.
Pupils mustimmediately tell a teacher/ trusted adult if they receive an offensive email.

However, and wherever, school emails are accessed (whether directly, through webmail when
away from the office or on non-school hardware) all the school email policies apply.

Staff should report any suspected ‘phishing’ or viruses attached to emails to TIO, the finance team
or the Computingcoordinator.

Staff are responsible for reading the daily briefing email and checking their emails at least once per
working day. Information which may be important for the welfare of staff or students may be
cascaded via email.

10. Sending and Receiving Emails

Staff should check emails regularly, at least once per working day and read the daily briefing email.

When sending emails containing personal, confidential, classified or financially sensitive data to
external third parties or agencies staff should rememberto:

Comply with the requirements of the General Data Protection Regulations (GDPR).

Use their Charville email account (if you have assigned rights) so that member of staff is clearly
identified as the originator of a message.

Keep the number and relevance of email recipients, particularly those being copied, to the
minimum necessary and appropriate.

Remember that school emailis notto be used for personal advertising or any other personal
purposes.

When receiving emails staff are expected to:
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e Never open attachmentsfroman untrusted source without consultingthe network manager
(TurnltOn) first.

e Remember thatthe automaticforwardingand deletion of emailsis not allowed without
prior permission beingobtained from the Headteacher.
When sending personal, sensitive and classified information via email staff are expected to:

e Exercise caution when sendingthe email and always follow these checks before releasing
the email.

e Verify the details, includingaccurate email address, of any intended recipient of the
information.

e Verify (by phoning)the details of a requestor before respondingto email requests for
information where there are any concerns about the individual/s.

e Not copy or forward the email to any more recipients thanis absolutely necessary.

¢ Notsendthe informationto anybody/ person whose details you have been unable to
separately verify (usually by phone).

e Notidentifysuchinformationinthe subjectline of any email.

e Request confirmation of safe receipt.

e Ifindoubtconsultthe Data Protection Officer (School Business Manager).
11. Acceptable Use of IT Facilities

This section of the policy outlines areas of acceptable use that you agree to along with the rest of
this policy on signing.

The school’semail / Internet / Internal online systems / Learning Platform / WiFi and any related
technologies are only to be used for professional purposes or for uses deemed ‘reasonable’ by the
Head or Governing Body.

You must ensure that all electronic communications, including social networking, must be
compatible with your professional role.

You must ensure that personal data (such as data held on MIS software) is kept secure and is used
appropriately, whetherin school, taken off the school premises or accessed remotely. Personal
data can only be taken out of school or accessed remotely when authorised by the Head or
Governing Body. Personal or sensitive data taken off site must be encrypted.
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Images of pupils and/ or staff will only be taken, stored and used for professional purposesin line
with school policy and with the written consent of the parent, carer or staff member.

You must support the school approach to online safety and not deliberately upload or add any
images, video, sounds or text that could upset or offend any member of the school community.

You agree to ensure that your online activity, both in school and outside school, will not bring your
professional role orthe schoolinto disrepute.

You agree to supportand promote the school’s IT and Digital safety policy and help pupilsto be
safe and responsiblein their use of IT and related technologies.

12. Inappropriate Use of IT Facilities

Employees must not use the school’s computer facilities to:

e Send or access messages that are, or perceived to be, libellous, harassing or defamatory, or
cause offence to the dignity of an individual or group.

e Send personal emails froma personal email address.
e Access inappropriateinternetsites or material. These may include pornographic, racist or
any other sites not appropriate fora school. Inthe case of accidental access, the employee

must immediately disconnect and inform their manager.

e Store, view, print or redistribute anyinappropriate material that could also be considered
offensive, illegal or discriminatory.

e Access chatrooms, social networkingsites or newsgroups for personal use.

e Advertise or send personal messages to large groups internally or externally unless through
a specified facility or with the permission of an authorised person.

e Spread harmful programmesthat may damage the school’s computer facilities.

e Installany hardware or software without the permission of the Headteacher, Deputy Head
or ComputingLead; work is to be carried out by the TIO technician only.

e Download, useor distribute software including entertainment, software or games without
first consultingthe TIO technician / Headteacher / Deputy Head.

e Downloadvideo and audio streamingfor personal purposes.

e Use theirschool email address for the purchase of personal goods or personal financial
transactions.
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e Images of pupils and/ or staff will not be distributed outside the school network without the
permission of the parent/ carer, member of staff or Headteacher.

13. Live Technology and CCTV

The school uses CCTV for security and safety. The only people with access to this are the site
manager, the Headteacher and Deputy Headteachers. Notification of CCTV use is displayed at the
front of the school. Please refer to the hyperlink below for further guidance
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf.

Publicly accessible webcams are not availablein school.

Webcams/videos/streamingin school are only ever used for specific learning purposes, i.e.
monitoring hens’ eggs and never using images of children or adults without permission.

Staff must ensure any live technologies are pushed into the closed position at all times on school
computers and not left open at any time where possible. This applies to external devices as they
should be unplugged or simply faced away from the working area when notin use. Exceptionscan
be made by requesting permission from the Headteacherin some situations.

Misuse of the live technologies by any member of the school community will resultin sanctions.

Consentissought from parents/carers and staff on joiningthe school, in the same way as for all
images.

14. School IT Equipment including Portal and Mobile IT equipment and Removable Media

As a user of the school IT equipment, you are responsible for equipment used for your activities.

IT equipment (e.g. iPads) must be signed out, returned charged and signed back into the IT
cupboard. Charger cables are not to be taken unless permission fromthe IT coordinator ora senior

leaderis sought.

Mobile devices must be stored within a lockable charging unit or cupboard in the classroomor on
the corridor.

Staff are made aware that IT equipmentis their responsibility if signed out to use in class.
Staff must ensure that their classroom door is shut if leaving IT equipment unattended.

Charville logs IT equipment issued to staff and records serial numbers as part of the school’s
inventory.

Visitorare not allowed to plugtheir IT hardwareinto the school network points (unless special
provision has been made). They should be directed to the guest wireless IT facilities.

AllIT equipment that is used must be kept physically secure.
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Do not attempt unauthorised access or make unauthorised modifications to computer equipment,
programs, files or data. Thisis an offence under the Computer Misuse Act 1990.

It is imperative that you save your data on a frequent basis to the school network. You are
responsible for the backup and restoration of any of your data thatis not held on the school’s
network.

Personal or sensitive data should not be stored on the local drives of a school or personal desktop
PC, laptop, USB memory stick, or other portable device. If it is necessary to do so the local drive or
USB must be encrypted.

Privately owned IT equipment should not be used on the school network but may use the wifi.

On termination of employment, resignation or transfer, return all IT equipment to the resources
assistant. You must also provide details of all your system logons so that they can be disabled.

It is your responsibility to ensure that any information accessed from your own PC or removable
media equipmentis kept secure, and that no personal, sensitive, confidential or classified
informationis disclosed to any unauthorised person.

AllIT equipment allocated to staff must be authorised by the resource’s assistant.

Authorising Managers are responsible for:

e Maintainingcontrol of the allocationand transfer within the school.
e Recovering and returningequipment when no longer needed.

15. Portal and Mobile IT Equipment

This section covers such items as laptops, mobile devices and removable data storage devices.
Please refer to the relevant sections of this document when considering storing or transferring
personal or sensitive data.

All activities carried out on school systems and hardware will be monitored in accordance with the
general policy.

Staff must ensure that all school datais stored on the school network, and not kept solely on the
laptop where possible. Any equipment where personal dataiis likely to be stored must be
encrypted.

Equipment must be kept physically secure in accordance with this policy to be covered for
insurance purposes. When travelling by car, best practice is to place the laptop in the boot of your
car before startingyourjourney.

Synchronise all locally stored data, including diary entries, with the central school network server

on a frequent basis.
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Ensure portable and mobile IT equipmentis made available as necessary for anti-virus updates and
software installations, patches or upgrades.

The installation of any applications or software packages must be authorised by the IT support
team, fullylicenced and only carried out by your IT support.

In areas where there are likely to be members of the general public, portable or mobile IT
equipment must not be left unattended and, wherever possible, must be kept out of sight.

Portable equipment must be transported in its protective case if supplied.

16. Mobile Technologies

The school allows staff to bring in personal mobile phones fortheir own use.

Staff must not use mobile phonesin view of the children for personal use.

Staff are only permitted to use their phones aroundschool duringthe school teachinghoursin
situationswhere they are usingit to contact other staff members for work related issues, for
example, welfare, pastoral etc.

Staff members may contact a pupil or parent/carer usingtheir personal device where appropriate
and related to work. Staff should withhold their number or use a school phone to call parents

where appropriate.

Mobile phone numbers should not be given out to pupils or parents unless prior permission from
the Headteacher has been obtained.

Pupilsin Year 6 are allowed to bring personal mobile phones to school but must not use them for
personal purposes withinschool. These are collected at the start of the school dayand reissued at

dismissal.

At all times personal devices must be switched onto silent except where this has been authorised
by the Headteacher.

The schoolis notresponsible forthe loss, damage or theft of any personal mobile device.

The sending of inappropriate text messages or instant messagingservices (including but not limited
to WhatsApp) between any members of the school communityis not allowed.

Permission must be sought before anyimage or sound recordings are made on these devices of any
member of the school community.

Users bringing personal devices into school must ensure there is noinappropriate orillegal content
on thedevice.
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Staff are required to carry their phones around the site in the event of an emergency.

Staff must obtain permission fromthe Headteacherin orderto bringin personal devices, other than
mobile phonesin order to use them for work purposes.

With permission, staff using personal laptop devices are allowed access to the Wifi and printing
networks as long as they are usingthem for work related purposes.

Staff must be vigilant when printing from personal devices as this will not be secure as it will go
straight to print (not PIN protected). Where possible, staff should store files on their work Gmail or
Googledrive and print from a secure work computer using their personal printing code.

Staff must obtain permission from the Headteacher to access the shared drives when using
personal laptop devices and where possible shouldinstead share their work and files to themselves
via their secure Gmail or Google drive.

Any materials produced on a personal device remain the property of the school and must be
transferred to the school network on request or, in any case, before leavingthe employ of the

school.

No personal information about staff or students may be stored on personal devices.

17. School Provided Mobile Devices

The sendingof inappropriate messages between any members of the school communityis not
allowed on school or personal devices.

Permission must be sought before anyimage or sound recordings are made on the devices of any
member of the school community.

Where the school provides mobile technologies such as phones, laptops and iPads for off site visits
and trips, only these devices should be used.

18. Confidentiality and Security of Data

The schoolis legally responsible forall informationstored or transmitted by its computer systems
and for any improper disclosure. Disclosure of data, even unintentionally, can breach the Data
Protection Act and GDPR. Security measures are in place to ensure the confidentiality of data held
by the school and employees are accountable for breaches of security or confidentiality.

Employees must not attempt to disable or evade any security facility.

User IDs and passwords must be kept secure and confidential, and passwords changed ifan
unauthorised person may be aware of them.
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Employees must carefully address emails to avoid sending sensitive information to the wrong
recipient.

Employees must ensure that data they are storing, updating or transmittingis accurate, and must
not amend or alter emails they receive.

To ensure security it may be necessary to prevent machines with sensitive data from connectingto
the internet, or restrict usage of file transfers.

Employees must use the appropriate system/method e.g., password-protected lock screen, if
leavingtheir computer for short periods and should switch computers offat the end of the working
day. Exemptions can be made by the Headteacherin circumstances where they are required to be
on.

Under GDPR passwords must contain a minimum of seven characters and not be part of the users’
name.

Passwords must contain a mixture of 3 of the following: upperand lowercase letters, numbersand
symbols.

Staff system user passwords must be reset yearly at the start of each academic year.

If employees are aware of a breach of security with their password oraccountinform the
Headteacher or Deputy Headteacherimmediately as well as IT Support.

19. Copyright, Legal and contractual Issues

Downloadingand copyingdata and software or sending the work of others to third parties without
permission can infringe copyright. The school retains the copyright to anyoriginal IT based material
produced by an employeein the course of their duties.

Copyright should be checked and appropriate permissions sought. Inthe case of subscription
services, the appropriate licences must be obtained.

Software can only be downloaded with permission from the Headteacher or the designated
authorised IT person. Downloaded software becomes the school’s property and must be used only
underthe terms of its licence. Employees must arrange to licence and register such software,
where required. Software downloaded without permission must be deleted.

Employees must not transfer any software licenced to the school or data owned or licenced by the
school without authorisationfrom the Headteacher or the designated IT person.

The use of computerfacilities can lead to contractual obligations in the same way as verbal or

written transactions. Employees must not exceed their delegated authority to enterinto contracts
or authorise expenditure.

Joshua Maguire, Computing Coordinator  Policy date: May 2025 Page 14 of 22



Records of computer transactions must take place through archiving or backup. Where
appropriate, confirmation of receipt of important emails must be gained which may be disclosed in
litigation.

Transactions through computer facilities must be treated in the same way as transactionson the
schools headed paper.

20. Network Efficiency and Computer Viruses

Employees must regularly delete or archive files no longer required or needed for immediate access
in line with GDPR.

Allfiles will be scanned for viruses.

Wherever possible intensive operations such as large file transfers, video downloads, mass emailing
should be scheduled during off-peak hours.

Video and audio streamingand downloading must be for work purposes only.

All files downloaded fromthe Internet, received via email or on removable media such as a memory
stick, must be checked for any viruses using school provided anti-virus software before being used.

Never interfere with any anti-virus software installed on school IT equipment that you use.

If your machineis notroutinely connected to the school network, you must make provision for
regularvirus updates through TIO.

If you suspect there may be a virus on any school IT equipment, stop usingthe equipment, unplug
all power and network cables immediately and contact the Computingcoordinatoror TIO. The IT
support provider will advise you what actions to take and be responsibleforadvising others that

need to know.

All staff must undertake cyber security trainingon commencement of their employment and then
yearly afterwards.

21. Software

The school must ensure all software s legally licenced and is responsible for managingand
maintaining the register of software and for holdinglicences and the original media.

No software can be loaded onto or used on any computer owned or leased unless approved by and
licensed to the school.

All software must be procured by the school and installed by the designated authorised IT person.

Software must not be copied or distributed by any means without prior approvalfromthe
Headteacherorthe designated authorised person.
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22. Telephone Services

Staff are responsible for the security of their school mobile phone.

A PIN code or password must always be set on your school mobile phone and not left unattended
or on display (especially in vehicles). Thisis required in order to access your staff email account on

your phone.

Staff must read and understand the userinstructionsand safety pointsrelatingto the use of their
school mobile phone priorto usingit.

All school mobile phones are barred from calling premium rate numbers and any numbers outside
of the UK as the default.

23. Social Media
Charville uses social media to communicate with parents and carers.
Staff are responsible for all postings on these technologies and monitor responses from others.

Senior staff and approved teaching staff are permitted to use the school Wi-Fi to access, update
and post on social media for school related posts.

Staff are not permitted to access their personal social media accounts using school equipment at
any timeduringthe school day.

Staff, governors, pupils, volunteers, parents and carers are aware that their online behaviour should
at all times be compatible with UK law.

Due to restrictions from filtering on school internet and Wi-Fi, social media websites are blocked on
most devices and user profiles connected to school Wi-Fi except where exceptions have been
made. Anyone seekingaccess to social media must request permission from the Headteacher.
Please see the Social Media Policy for more details.

24. Authority to Express Views

Employees using school computer facilities must communicate the school’s, and not their personal,
views.

Employees must not participate in newsgroups/chat rooms/social networking sites, unlessin a
professional capacity relevant to their duties and with prior agreement from their manager or the

designated authorised person.

Employees must not use the school or its name to endorse any non-school commercial product or
service.
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25. Parental Involvement

Charville believes thatitis essential for parents/carers to be fully involved with promoting digital
safety both in and outside of school and to be aware of their responsibilities. Staff should regularly
consult and discuss digital safety with parents/ carers and seek to promote a wide understanding of
the benefits of new technologies together with the associated risks.

The school disseminatesinformation to parents relating to digital safety where appropriatein the

form of:
e Information, celebration and consultation evenings

e Practical trainingsessions e.g. How to adjust the Facebook privacy settings

e Posters

e School website

o Newsletteritems

o letters

e Text Messages

e Social Media, e.g. Facebook page
e ClassDojo.

26. Current Legislation

Acts Relating to Monitoring of Staff email

Data Protection Act 2018

https://www.gov.uk/government/publications/data-protection-act-2018-overview

The Telecommunications (Lawful Business Practice)
http://www.hmso.gov.uk/si/si2000/20002699.htm

Regulation of Investigatory Powers Act 2000
http://www.hmso.gov.uk/acts/acts2000/20000023.htm

Human Rights Act 1998
http://www.hmso.gov.uk/acts/acts1998/19980042.htm

Acts Relating to e-safety

Racial and Religious Hatred Act 2006
https://www.legislation.gov.uk/ukpga/2006/1

Sexual Offences Act 2003
https://www.legislation.gov.uk/ukpga/2003/42/contents

Communications Act 2003 (section 127)
https://www.legislation.gov.uk/ukpga/2003/21/section/127

The Computer Misuse Act 1990 (sections 1 — 3)
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https://www.legislation.gov.uk/ukpga/2006/1
https://www.legislation.gov.uk/ukpga/2003/42/contents
https://www.legislation.gov.uk/ukpga/2003/21/section/127

https://www.legislation.gov.uk/ukpga/1990/18

Malicious Communications Act 1988 (section 1)
https://www.legislation.gov.uk/ukpga/1988/27/section/1

Copyright, Design and Patents Act 1988
https://www.legislation.gov.uk/ukpga/1988/48/contents

PublicOrder Act 1986 (sections 17 — 29)
https://www.legislation.gov.uk/ukpga/1986/64

Protection of Children Act 1978 (Section 1)
https://www.legislation.gov.uk/ukpga/1978/37/section/1

Obscene Publications Act 1959 and 1964
https://www.legislation.gov.uk/ukpga/1964/74

Protection from Harassment Act 1997
https://www.legislation.gov.uk/ukpga/1997/40/contents

Acts Relating to the Protection of Personal Data

Data Protection Act 2018

https://www.gov.uk/government/publications/data-protection-act-2018-overview

The Freedom of Information Act 200

http://www.ico.gov.uk/for_organisations/freedom_of _information_guide.aspx

https://www.legislation.gov.uk/ukpga/2000/36/contents

The General Data Protection Regulation (EU) 2016/679 ("GDPR")

https://gdpr-info.eu/

27. Equal Opportunities

School staff and the Governing Board are responsible for ensuring this IT and Digital Usage policyis
applied fairlyand does not discriminate on any grounds. This policy should be read in conjunction

with the Equalities Policy.

28. Related Policies
e BehaviourforLearning Policy
e CCTV Policy
e Data Protection Policy
o ElectronicDevice Policy
e Social Media Policy
e Equalities policy

Policy Approval
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Appendix 1:

Charville Academy Laptop Policy

By reading and signing this document you MUST have first read and signed the IT & Digital Safety Policy.

This document serves to outline Charville Academy’s policy on the use and storage of your staff laptop.
This is intended to minimise Charville Academy’s exposure to information security risks as well as increase the user's personal safety and safeguard
the scheol's hardware investment.

Monitoring

e  SLT or the IT technician can ask for your laptop at any time for random inspection. It is your responsibility to provide them with the
laptop when requested

e  Laptops will be recalled monthly. This will be a random selection of laptops. No notice will be given and laptops are expected to be in
school on Tuesday for the IT technician to monitor.

Physical Security
Employees will be provided with a laptop when itis essential to their productivity and function. When issued with a school laptop, teaching staff
accept to abide by, and champion, the school's physical laptop security policy.
e  Always lock the laptop out of sight if not in use. If you cannot lock the laptop out of sight then place it out of sight in a safe place.
e  Never leave a laptop logged on to networks, email and websites. Always shut down or activate a password-protected screensaver.

This can be done by holding the windows key + L on the keyboard.

General Responsibilities

Don't leave laptops unattended.

Always lock the laptop when not in use.

Don't allow anyone else to use your laptop — it is school equipment and provides access to our networks.
If left at work overnight, lock out of sight.

At Home
Always store inside your home, never leave in the car and keep where it cannot be easily seen from outside. Ideally, keep it locked in a

cupboard or strong drawer.

Do not allow any user that is not authorised by the school.

Do not allow others to use the laptop. It is your responsibility.

Only use in an office-like environment with a table and chair. Do not use near water.

Only connect to approved or known wireless networks. Ideally use your encrypted domestic connection if available.
In the Car

Your laptop should not be left in the car at all.
e  While the vehicle is in motion, your laptop should be stored in its carry bag. Ideally secure in the boot; a heavy item such as alaptop
can become a hazard to vehicle occupants in an accident.

Public Transport and Public Places.
e  Laptops areparticularly vulnerable to theft and loss while using public transport. Be vigilant.

. Do not use your laptop while travelling unless necessary. Even then, consider the location you choose with care. Ensure you are not
easily overlooked and never open documents or communications that are of a personally sensitive nature while in a public place.

e  Never leave unattended and never allow anyone else to use your laptop.

. Be aware of your surroundings. Ensure you are not exposing yourself or the laptop to opportunistic theft.

e  Only connect to approved or known wireless networks.

Protection Responsibilities
The school network can only be accessed when on the school premises and externally to those with the Headteachers permission.

Remember that access to your laptop can also mean access to the school's network when on the school’s premises.
Your laptop is the property of the school; do not lend it to anyone or otherwise permit use by anyone else.

If you leave your laptop switched on and unattended you must activate the password protected screensaver. ldeally, never leave it
switched on or logged in instead, log out or shut down.

Malware, Spyware and Antivirus
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Malware is harmful software such as viruses and spyware. Malware on your laptop could be spread to the wider school network or risk the security

of the data on your laptop. Itisimportant that no malware should be allowed on your computer.

e  The School provides all laptops for teaching staff with pre-installed antivirus software. Make sure you know how to access and use
this software. Ask the school's Computing coordinator or TIO technician for advice if needed.

e If you do not have regular access to WiFi then you will not receive regular antivirus updates. Make sure you log on to the school
network at least once a week to allow for these important updates to take place. If this is not possible, talk to the IT technician about
ways to keep your antivirus application definitions current.

e  Always scan files for viruses. Your email is automatically scanned for you as are files from the school network, but if you are given a
file on a disk, USB key or by any other means then you must first scan the disk and/or file for viruses.

. Do not open any email attachments unless they were expected and from a trusted source. Email attachments are the number-one
malware risk.

° If you suspect a virus attack, contact the IT technician immediately. Do not access the school network or back up files until your
laptop has been inspected.

Recovery and Backing Up of Data
If the worst should happen and your laptop is stolen, lost, damaged or simply fails then it is always possible to recover your data, but only up to your
last backup. It is your responsibility to ensure that you make adequate backup provision.
e ltis advised that you restart your laptop and login atschool to sync to the server and ensure backup onsite.

e  Store backup data separately to your laptop.
e  Contact the IT technician if you need advice or require specialist or additional backup.
e  Report the theft or loss of laptop to SLT or school technician immediately.

Software
Your laptop is supplied with software. These are the only applications licensed for use. Do not try to install additional software without the express
consent of the IT technician or Headteacher.
. Be aware of websites and emails guiding you to download applications. You are not authorised to do so and downloaded applications
may breach school policy and expose a serious security risk.

e If you need an additional application or update contact the IT technician to discuss.

| have read and understood the Charville Laptop Policy and by signing this | understand the expectations of using the device.
Name: e e
Role: e

SIBNATUIE: s s s st s s e
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